Job Description

Job Title: Cyber Security Architect (Junior)
Date: ASAP

Reporting to: Security Architect Associate
Location: Hybrid

Overview

Prioclen LTD is a fast-growing Nigerian based management consulting firm with its
head-quarters in Abuja Nigeria. We have a forte in providing strategic consultancy and
advisory services to organizations- private, governmental and individual firms, by
creating and integrating information technology solutions to enhance their service
delivery and ensure sustainable growth and development in niche-based brands to
these individuals/ organizations.

Purpose

We are looking to employ an associate cyber security architect who will develop the
fundamental plan of how a security system operates in an organization. He/ She will
design both the original build, testing, and production validation of a new system, and
revise an existing system to make it work better with newer technology.

As cyber security architect an understanding of the common network technology and
software being used as well as how to implement security in these environments to
prevent problems or breaches is a must have skill. It might also require having an
incredible library of knowledge on both the latest security protocols, standards, and
systems as well as the most like tools that need to be protected by such defenses.

The Cyber Security Architect (Associate) is responsible for ensuring that solutions and
workloads built and running adhere to Lineage Logistics” cyber security standards. This
role is a dynamic role that will require strong technical ability across on-prem and
multiple cloud service providers, strong knowledge of information security principles,
threats, and mitigation techniques, and strong interpersonal skills. A successful
candidate in this role will be able to execute our mission to protect a global, multi-cloud
environment, in close collaboration with technology solutions teams and business
leaders to ensure that security investments are optimized, and business initiatives are
not impacted by security endeavors.
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Responsibilities

Regularly reviewing and monitoring existing systems for areas of weakness and
how improvements can specifically be implemented.

Operating ethical hacking tests and organizational system audits to confirm user
and system compliance with expected security standards.

A cyber security architect’s job description also includes creating and updating
life cycle schedules for when to replace security equipment or software.
Enforcing a “least privilege” policy to prevent users from having large-scale
access across a system, creating security vulnerabilities via one authorized
account.

Drafting, updating, and distributing the organizations’ disaster recovery plan
and procedures as well as running practice drills on the same.

Security architect responsibilities also include playing a key role in security
incident team response as well as the post-incident analysis.

Requirements

Essential

Bachelor's degree in Information Technology, Computer Science, Information
Security, Information Assurance, or similar.
Ability to succumb to tutelage.

Desired

°
Skills

°

°

Implementation experience with enterprise security solutions such as NGFWs,
WAPF, IPS, Anti-DDOS, and SIEM

Demonstrated experience overcoming workload transition challenges

Experience building enterprise security strategy for cloud adoption or driving
the program's evolution to meet new requirements.

Evidence of the ability to lead effectively across organizations

Experience working with software development teams

Understanding of compliance needs and evidence collection
Excellent verbal and written communication skills

Strong problems solving skills

Solid strategic thinking and critical thinking skills

Certification

Prepared to acquire at least one certification.
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e CISSP - ISSAP (Information Systems Security Architecture Professional)
Certified Cloud Security Professional (CCSP)
Certificate of Cloud Security Knowledge (CCSK)
Cloud Security Essentials (GCLD)
Cloud Security Automation (GCSA)
GIAC Defensible Security Architecture (GDSA)

Summary Terms and Conditions

Contract: 12-month fixed term contract

Salary: Very Attractive

Annual leave: 22 days holidays per annum pro rata excluding public holidays
Pension: Minimum 10% Employer contribution with minimum 8% Employee
contribution

Healthcare: Company scheme subject to terms and conditions.

Life assurance: Company life assurance scheme.

Location: Abuja Nigeria

Notes: This post will be subject to background checks. A full statement of the main
terms

and conditions of employment will be supplied with any formal offer of
employment. This job description does not form part of your contract of
employment

How to apply

To apply for this job opportunity, please send a CV and covering letter to
recruitment@prioclen.com

Unfortunately, because of the volume of applications we are likely to receive we regret
that we are unable to respond to every unsuccessful applicant. If we have not made
contact with you within 2 weeks of the closing date you have not been selected for

interview on this occasion
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